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1. Objetivo de la Practica

El objetivo principal de esta practica fue configurar una red privada virtual (VPN)
utilizando el protocolo IPSec entre dos sucursales simuladas (Router R1 y Router
R3). La finalidad es permitir que dos redes LAN privadas (192.168.1.0/24 vy
192.168.3.0/24) se comuniquen de manera segura y encriptada a través de

una red publica insegura (simulada por el router ISP).

2. Topologia de Red

Se dise6 una topologia triangular compuesta por:
® 3 Routers: R1(Sucursal A), R3 (Sucursal B) e ISP (Internet).

® 2 switches: Para la distribucidn en las LAN.
°

|

2 PCs: PC-A y PC-C para pruebas de conectividad de extremo a extremo.

e 24TT 24TT
PC- Switch0 Switch1
PC-A

3. Desarrollo de la Practica

3.1 Configuracion Base y Enrutamiento

Inicialmente, se configuraron las interfaces GigabitEthernet con direccionamiento
IPv4 y se establecieron rutas estaticas predeterminadas (ip route 0.0.0.0

0.0.0.0 [IP_ISP])parasimularelacceso a Internet.
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Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R1

Rl (config) #interface g0/1

Rl (config-if) #ip address 192.168.1.1 255.255.255.0

Rl (config-if) #no shutdown

Rl (config-if) 4
$LINK-5-CHANGED: Interface GigabitEthernet0/1l, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to up

Rl (config-if) #exit

Rl (config) #interface g0/0

Rl (config-if) #ip address 209.165.100.1 255.255.255.0
Rl (config-if) #no shutdown

Rl (config-if) 4
$LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

Rl (config-if) #exit

Rl (config) #ip route 0.0.0.0 0.0.0.0 209.165.100.2

Rl (config) #

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up

Rl (config) #ping 209.165.200.1
% Invalid input detected at '“' marker.
Rl (config) #do ping 209.165.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.165.200.1, timeout is 2 seconds:

Success rate is 60 percent (3/5), round-trip min/avg/max = 0/3/10 ms

Rl (config) #exit
R1#
$SYS-5-CONFIG_I: Configured from console by console

Rl#ping 209.165.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.165.200.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

Rl#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config) #access-1list 110 permit ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255
Rl (config) #crypto map MAPA VPN 10 ipsec—isﬂ

3.2 Desafio Técnico: Activacion de Licencias de Seguridad

Al intentar configurar los parametros de la VPN, el router (modelo 1941) arrojé
errores de "Invalid input" al ingresar comandos como crypto map.

Diagnostico:

Se identificd que los routers venian con la licencia base (ipbasek9), la cual no
incluye médulos de criptografia.

Solucion:

Fue necesario activar el paquete de tecnologia de seguridad mediante el
comando:

license boot module c1900 technology-package securityk9

Posteriormente, se aceptaron los términos de licencia, se guardd la configuracion
y se reinicio el equipo (reload) para aplicar los cambios.
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Rl (config) #crypto map MAPA VPN 10 ipsec-isakmp

% Invalid input detected at '~' marker.

Rl (config) #license boot module c1900 technology-package securityk9
PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH
PRODUCT FEATURE CONSTITUTES YOUR FULL ACCEPTANCE OF THE FOLLOWING
TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT WILLING TO BE BOUND
BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco,
together with an additional payment. You may use this product feature
on an evaluation basis, without payment to Cisco, for 60 days. Your use
of the product, including during the 60 day evaluation period, is
subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EULIKEN .html
If you use the product feature beyond the 60 day evaluation period, you
must submit the appropriate payment to Cisco for the license. After the
60 day evaluation period, your use of the product feature will be
governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The
above applies even if the evaluation license is not automatically
terminated and you do not receive any notice of the expiration of the
evaluation period. It is your responsibility to determine when the
evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

Your acceptance of this agreement for the software features on one
product shall be deemed your acceptance with respect to all such
software on all Cisco products you purchase which includes the same
software. (The foregoing notwithstanding, you must purchase a license
for each software feature you use past the 60 days evaluation period,
so that if you enable a software feature on 1000 devices, you must
purchase 1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of
your acceptance of this agreement.

ACCEPT? [yes/nol: yes

% use 'write' command to make license boot config take effect on next boot
Rl (config)#: $IOS_LICENSE_IMAGE APPLICATION-6-LICENSE LEVEL: Module name = C1900 Next reboot level = securityk9 and License =
securityk9

Rl (config) #do write
Building configuration...
[OK]

R1 (confia) #l

3.3 Configuracion de IPSec (Fase 1y Fase 2)
Una vez activa la licencia, se procedid a la configuraciéon criptografica en ambos
routers (R1y R3):
1. ACL (Listade Acceso): Se definio el trafico "interesante" (de LAN a LAN).
2. Politica ISAKMP (Fase 1): Encriptacion AES, Hash SHA, Autenticacion Pre-
Shared, Grupo Diffie-Hellman 2.
3. Transform Set (Fase 2): Algoritmos para proteger los datos (ESP-AES, ESP-
SHA-HMAC).
4. Crypto Map: Vinculacion de la ACL, el peer remoto y el transform set a la
interfaz WAN.
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Rlffenable

Rlffconf t

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #no crypto map MAPA VPN 10 ipsec-isakmp

Crypto-map mymap is in use by interface(s): Gig0/0,

Please remove the crypto map from the above interface(s) first
Rl (config) #no crypto map MAPA VPN 10 ipsec-isakmp

Crypto-map mymap is in use by interface(s): Gig0/0,

Please remove the crypto map from the above interface(s) first
Rl (config) #

3.4 Resolucion de Conflictos en R1
Durante la configuracion de R1, se presentaron errores de sincronizacion y tipeo. Al
intentar corregir el mapa criptografico borrandolo, el sistema arrojoé el error:
"Crypto-map mymap is in use by interface.."
Solucion Implementada: Se siguio el procedimiento correcto para modificacion:
1. Ingresar alainterfaz g0/0 y remover el mapa (no crypto map...).
2. Borrar el mapa globalmente.
3. Recrear el mapa con la sentenciamatch address 110 correcta.
4. Reaplicar el mapa a la interfaz.

Rl>enable

Rl#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config) #access-1list 110 permit ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255
Rl (config) ¥exit

R1#

$SYS-5-CONFIG_I: Configured from console by console

Rl#enable

Rl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #no crypto map MAPA VPN 10 ipsec-isakmp

Crypto-map mymap is in use by interface(s): Gig0/0,

Please remove the crypto map from the above interface(s) first
Rl (config) #no crypto map MAPA VPN 10 ipsec-isakmp

Crypto-map mymap is in use by interface(s): Gig0/0,

Please remove the crypto map from the above interface(s) first
Rl (config) #exit

R1#

$SYS-5-CONFIG_I: Configured from console by console

Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config) #interface g0/0

Rl (config-if) #no crypto map MAPA VPN

$CRYPTO-6-ISAKMP ON OFF: ISAKMP is OFF

Rl (config-if) #exit

Rl (config) #no crypto map MAPA VPN 10 ipsec-isakmp

Rl (config) #crypto map MAPA VPN 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

Rl (config-crypto-map) #set peer 209.165.200.1

Rl (config-crypto-map) #set transform-set MIS_DATOS_SEGUROS

Rl (config-crypto-map) #match address 110

Rl (config-crypto-map) #exit

Rl (config) #interface g0/0

Rl (config-if) #crypto map MAPA_ VPN

*Jan 3 07:16:26.785: %CRYPTO-6-ISAKMP ON_OFF: ISAKMP is ON

Rl (config-if) #exit

Rl (confia) #
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4. Verificacion y Resultados

4.1 Prueba de Conectividad (Ping)
Se realizé un ping desde la PC-A (192.168.1.10) hacia la PC-C
(192.168.3.10).

®  Observacion: Los primeros paquetes mostraron "Request timed out" debido
al proceso de negociacion de claves (IKE) y ARP.
Resultado: A partir del tercer paguete, se obtuvo respuesta exitosa ("Reply
from..."), confirmando el establecimiento del tunel.

PC-A

Physical Config Desktoe Programming Attributes

Command Prompt

acket Tracer PC Command Line 1.0
ing 192.168.3.10

192.168.3.10 with 32 bytes of data:

timed out.

Ping statistics for 182.168.3.10:
Packets: Sent = 4, Received = 0, Lost = 4 (100%

C:\>ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Request timed out.
Request timed out.

Reply from 192.168.3.10: bytes=32 time<lms TTL=126

Ping statistics for 182.168.3.10:

, Lost = 3 (75%
lli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

C:\>ping 192.168.3.10
Pinging 192.168.3.10 with 32 bytes of data:

Reply from 192.168.3.10: bytes=32 time<lms TTI
.168.3.10:
.168.3.10:
92.168.3.10:

Ping statistic
kets: 4 4, Lost = 0 (0% loss),
milli-seconds:
Minimum = Oms, Maximum Ims, Average = Oms
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4.2 Verificacion Visual (Simulation Mode)

Utilizando el modo de simulacion de Packet Tracer, se verificé visualmente el flujo
de paquetes. Se observo como los pagquetes ICMP eran encapsulados en paguetes
ESP (IPSec) al transitar por el router ISP, garantizando que la informacién viajaba
encriptada.
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5. Conclusion

La practica demostré exitosamente la implementacién de una VPN Site-to-Site. Se
aprendio la importancia de verificar las licencias del |OS (securityk9) antes de
iniciar configuraciones avanzadas y la necesidad de seguir un orden estricto al
modificar mapas criptograficos que estan activos en interfaces. El tunel IPSec
funciona correctamente, asegurando la confidencialidad de los datos entre las dos
sucursales simuladas.
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